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Background

- DND’s Business Environment
- ERP Systems used in DND

Using ERP Data to Support Audit Projects:

- Uses for Data Analysis
- Data Access Methods - ERP Systems (SAP Examples)
- Data Analysis Techniques

Data Analysis - Illustrations:

- Finding risk items ~ Unknown symptoms
~ Known symptoms
- Continuous Monitoring

Conclusion
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4 Background
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4 Background

DND ERP Systems

FMAS
S MASIS

CEFSSU




4 Using ERP Data to Support Audits

Using ERP Data to Support Audits:

- Data Uses

- Data Access (from ERP Systems, SAP — DND FMAS eg)

- Data Analysis



4 Using ERP Data to Support Audits

DATA USES

Look for specific individual items:
confirm existence or absence
obtain details
identify related items
determine search keys

Summarize & classify data —
(profiles, patterns & trends):

descriptive information
materiality/risk

invalid (outside range or incompatible)
comparative & time series analysis

Look for a set of items of interest:
anomaly items (Risk Item Detection)
invalid items
sub-populations & samples



4 Using ERP Data to Support Audits

DATA ACCESS METHODS

On-Line Production System - Standard / Menu Based:
Documents/Transaction Queries

Standard Reports
Summaries
Reference Tables
- Logs
Pull-down Lists

Supplemental / Customized :
Special Tools

Commercial Access Applications
(eg. AIS, Report Writer, SQL Direct, etc; ‘ACL Direct Link’ to SAP)

In-House Tools
(eg. Financial Hierarchy, Numerical Analysis, Performance Ratios)

Off-line data (possibly a DataMart)
- Ad Hoc Queries - Reference Tables
- Tailored Reports - Transaction Detail Files




Using ERP Data to Support Audits

FMAS - SAP R/3 System Modules

Legend - SAP modules in:

‘ FMAS
@ FMAS until 2001

Special
implementation

@ Not implemented

FMAS MODULES

IS / PS-FM = Industry Solution /
Public Sector & Funds Management
Resources CO = Controlling (managerial/

cost centre accounting)
PS = Project System
FI = Financial Accounting

(GL accounting)

SD = Sales and Distribution
MM = Materials Management
FMAS-SAP R3 - Chart Zppt rdm 23100Mar01 WF = Work Flow
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Using ERP Data to Support Audits

Accountability Centre Codes

.F(jtr CCtr 10 Financial Coding Block

Co Fund GL
(file: FinZ odelllua2 pot [shott] £dim

0180 1.101 02106 3610AA 3372AG 1114331 | Lo
500001574 E Internal Order (10)

ReqUIrEd User IHPUt (some will default)l WES E]_]'n I - An additional, optional, means of cost identification, or collection
isome “B" Funds don’tuse CCtr"WEZ) !

Cost Centre (CCtr or CC) \ Work Rreak down

- idertifies WHO™3 U3ING THE MONEY; the Structure (WBS) Element
managet & orgamzationfactvity accouwntable for the - used instead of OC4 for o osts to be
costs ineutred (e, using fin resources to achieve a identified by C apital Project
purpose of that activity), or revenue earned l

CCte & WES are referred to as the “Cost Ohject”

Fund Centre (FCir or FC)
- identifies WHO™S MONEY I3 USED, the manager & organizationfrole accountable for the allocated/budgeted

Funds

General Ledger Account (GL or GL ACCE) (Matches the C ommitment Item in the CO Module)
- identifies WHAT RESOURCE (G00DS OR SERVICES) THE WOWEY IS USED OM; generallyreferred 1o as the “Ohbject of Expenditure
or Beverns”, or for non-DS Pinon-Budge tary Funds nsed for other controlireporting functions

Fund
- identifies the broad PURFOSEFUTNC TION INTENMDED for the allocated raoney. For DS Funds it shows the Parliave tary Sowree/foathority (Wote); ¢ also

shows the Aceonrd type for finre ports; PO&NM fimds show the general maragemment level (1e Corporate or Local). TR D also uses aotne non-DEF and non-Budgetary
funds

Comp any or Department Code (Co. or Dept)

- identifies the government departm ent or agency
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Using ERP Data to Support Audits

On-Line Doc Query -
Invoice Doc &
Field Identlﬁcatlon eg

Edit elp G‘ >E @@Q Q[H]['p‘ﬁ @@ﬁﬁ G (] | e

CER

(e e R

Dlsp.lay Document: Overview

Dispiay Document: initial Screen

List | Firstling item

"2 0§ Choose  Daocumentheader | Taxes

Cisplay curreney

Document number 2103219999

Keys for Financial Accounting

Document date 2aQa/89/19

Document number
Company code
Fiscal wear

21@3219999 Reference doc.

o180 Currency CAD Texts exist

cCompany code
Faosting date
CONTINGEMCYGRANT [Intercomp.no.

o130 Fiscal vear
2000/10/19 = Period

20a ltems in document currency

Display Document: Line itemn 002

Itm PK Busd fcct na.
oe1 31 3025520
oez2 40 Q01 12111

Description

A2 & & | Document header | Mare data
i 12111 Y1 RESERVES CONTINGEMCY ALLOW AND ORGANIZ GR
Company code 0180 Dept Mat DefiMin Déf rat Doc header text
Docho, 216
Line [tem 2§ Dehit entry £ 40
Arnaunt 1,418 75 Reference dac.
Tax code IE
Tax juris.code CAON
CUrrency
Additional account assignments
Cost center 132888 Order Flarme
WBE element Fnds resentn 0 .
CAC # Compln ind. Ohject key
Prog Activity ge0e DAD # o7 Entered by
Funds center B176AA Fund L1a1 O Entry date
Allocatian 1328848
Text CONTINGENGY GRANT FY 08/01 Changed on

Caontinue

COMMANDING OFFICER-HMCS HUMTER IE
W1 RES CNTG ALL/GRNT IE

Document Header: 018

Tx Amount in CaD

1,418.75-
1,418.75

0 Compan

KR “endor invoice
FO1 ROBIMSON 519-254-4373

CONTIMGENCYGRENT Diocument date 2OE0/A9/19
Fosting date 2000410419
CAD Posting period BY & | Continue ENTER
Help F1
BKPF  Accounting document Fifs=IRie ENEs i
Cancel F12
2160321999901 BE2001 FPO33A —
HUSKPE1 Transaction FEYE
2EEn1E 20 Tirme of entry 12:.08:28
Last update




Using ERP Data to Support Audits

Help - Display Document: Cwe ey

Fiel

befi

Note

d: Posting date
Posting date in the document
nition

Date which is used when entering the focument in Financial Accounting or
Controlling.

The Tiscal sear and the period for which an update of the accounts
specified in the document or cost elements is made, are derived from the
posting date.

When entering documents, the system checks whether the posting date
entered is allowed by means of the posting period permitted.

Technical Information

Field Identification
eg. cont.

Screen data G data

LDl

Program name SAPMFOSL Pragram name

w0 [H] Extended help | Technical info 3§ Screen number il Status

SAPMFOSL
LEE&

Field data
Tahble name Data elerment
Field name DE supplement

BUDAT
]

Field description for batch input
Scrh field BEPF-BUDAT

o | MNavigate 3



Pull-Down Lists -
G/L Balance Rep eg

(ARSI ESET ET RS SAP.

Using ERP Data to Support Audits

Program  Edit  Goto erm  Help
Z Qe BHE T Oa BEE @
G/L Account Balances

2 & [  Selection options  Dynamic selections

Chart of accounts 0120

GL account
Matcheode selection

Matchcode ID
Search string

General selections

Company code

G/L account
Company code
G/L Tong text
Language

Fiscal year GfL account

Business area

GfL acct Short text

Currency type

2] -
Further selactions H ary DEBITS OPEN ACCOUNTS
ars GARMISHEE DEBIT ACCT
288 CREDIT OPEN ACCOUNTS
289 GARMISHEE CREDIT ACT
1029 W1 REC CIY PRS SECHD
e 1049 YW1 PERS'L CHRGES 0OGD
Htput contro 11081 W1 IWDET UNDER PSER
[] Caorporate group versian 1102 W1 BIL BOMUS-LOC CST
[ Balances in fareign cutrency 1103 W1 RET CIW PAY CURFY
Surmmarization level (0-4) 1105 W1 TERM UMDER PSERL
Subtatal at level 1107 W1 SEY PAY/RET/TERM
1108 W1 SEW PAY - MIL PRS
1110 W1 OWRTHM ALL CIY EMF
[] Print accounts not posted to 11113 m ggiugli\.f“g;’fpggﬁpf
[] Alternative account number 1114 Y1 TERM BEN -WFA&CRP
[] List separation requested 11258 Wi WAC/EMERG LDV SoL
[ Print micrafiche ling 1131 W1 REG F EXC TRM LYE
|@ Matcheoode search was cancelled 1133 Y1 RES F CLASS 'A°

Eﬂﬁtaltl ﬁWindows ED...! aW’indows ED...l & SaP Logon...i ‘_IFund Eentre...l =] Microsoft Pa.. Eﬁ_lﬁ,"L Acco... ‘_IS.&F'
vEaElaHas D x

Fepoding periods
Account currency
Account balance

Subtotal at level
Subtotal at level




Using ERP Data to Support Audits Standard Reports Menu

Kode  Edit Goto  Ufilities  Cliphboard  Seftings System Help

& bl|3@ﬁ|@-[ﬂ][ﬁl$ﬁ@ﬁ@ll@l@l
Application Tree Report Selection General & Financial Accounting

& O Setfocus  Generate list A1location Mo ws. Document Mo
—C Accounts Payahle

Wational Defence Report List f AP Information System

—C Budgeting and Reporting = |Adequacy and Documentation

——FCtr to CCG to CCtr Mapping —C  Master Data
Cost Centre Planning Report

Plan Yariance (P¥R) Vendor List
Commitment Details Report —Changes
PAYE!RAYE Tracking Report
Financial Accounting
— LG Other Evaluations

L11ocation Mo ws. Document Mo —C Payment Transactions

Looounts Payahle
Loccounts Receiwahle
General Ledger

Lashier Reports ""‘E——E dcocount Information

T%H REROET= ——C  Adequacy and Documentation
Mizcellaneous

—CG  Accounts Receiwable
—LC General Ledger

Totals Balances
List 0f Account Balances

—0C Funds Management
—E Cost Centre Accounting

; —0CG Lists
—LC Project Systems

—C  T484 Reports
User Information




On-Line Reports -
FCtr Hierarchy

List Edit Goto Systern  Help o AT SN E
& DI|3@&|QM%|@@@@|IE|@}I
Fund Centre to Cost Centre to Internal Order Mapping

Using ERP Data to Support Audits

BE1 FC: E1GZND DHOCF

Haz FC. 15300 CHIEF OF DEFEMCE STAFF (CCEC3)
CLG: A15880-FCG CHIEF OF DEFEMCE STAFF (CCEC3)
CC 15384 CHIEF OF DEFEMCE STAFF (CCEC3)
FC: B1GTA8 CCBF CHIEF PUBLIC AMFFAIRS
CLG . B1E18R-FCG CCBF CHIEF PUBLIC AMFFAIRS
CC: E1ETAA CCAF CHIEF PUBLIC AMFFAIRS
In: 2RO0R40 FAYE
In: 2RAHOAGM Sabourin, Paul
Io: 2500030 (T (D Daniel Lemieux
Io: 2500081 (0 Fhoto Equipment - DEPA
Io: 2RO0032 (D Tom Tanella
Ia: 25003083 MHedia Monitoring Serwices
In: 2500100 Office Supplies
Io: 250012870y Translation Serwices - DGFPA
In: 2500121 (D) Dawid Sherwin
In: 2500122 Courier Services
In: 2RHE1 41 OGRS
In: 2R0E180 Frinting - DGEFPA
In: 2REHE2E Fegional Offices
In: 2RE0Z2Z0 doguisition Card - E. Gaudet
Ina: 200240 DGERE Training Officer
Ina: 2R0E241 Hinar Trawel! Petty Cash
In: 2R00269 Outreach
In: 2R00285 Ministerial Serwices
In: 2500300 SWE - Research and Bnalysis




On-Line Reports -
Hierarchy — RCMP

Using ERP Data to Support Audits

Goto  LHiliti ings 2m Help
0 |>I CE@ SRR ODL0 EE @
Application Tree Report Selectio General

& Setfocus

Reporting Tree

—C8 CURR&PRIOR YRS EXTRACTED DATA
& Financial Accounting
—&E Controlling

—&E Cost Center Reports

B Plan Yariance Report
@ Other Reports

@ Line Item Reports
= Master Data Index

= Cost Center Master Data

Cost Centers:
z EPORT C

H Cost Element Master Data E Goto em Help

—E Internal Order Reports 0 |>. 0@& g[‘lﬂﬂ @@@@ .. @.

—e@ Profit Center Accounting Cost Centre List by Business Line
G Funds Management
& T =

4
Ll Cost Centre List hy Business
| Uzer: Program: ZUFCREFORT
Client ¢ System: 110 ¢ PR3
Total records retrieved: 10 821

Selection criteria used:
Company Code:
Controlling Area:

Cost Ctr Cost Center Name LrealGroup Fund Center Farent FC Profit Cir

AQGER DIVISION WAREHOUSE | A999998949 AQGER AQE1S AADE1

ADEE2 AUDITION AFOTAMECD A1415 AQoe1 ADOB2

ADEE3 STORES-COST OF SALES | 4999988949 AQGER AQE1S AADE1

ADOD4 COWF 0OF FIRST (BLKD) |A993959899 A1802 AQoe1 GEGGG

ADBBS OLE INWESTIGATH | AFB1AHBCD A1415 AQoe1 ADOB2

ADOBG WBCRT AFOTAKECD A1415 AQoe1 ADOB2

ADoe? PIPE EAND ATATABECD ADoe? ADO15 AhpET

<|||>|I II<||>|<|v 19




Using ERP Data to Support Audits Downloadlng - :
Vendor Report Detail eg

G o0 @@ 0 DL Creatsession

End session

Dispiay Vendor Line ltems: Basic L. | —
0 S & T B [ Unelayout. Add Sewices

Litilities

ooe1201477 ¢ 0180 Line items 1177

BCME SUPPLIES LTD List Erint
W38T 4P4 VICTORIA Job status Find.

Short message Save Qffice folders
Mlaocation Doz . no. Doc . date Status, Send Reporting tree

2103699952 B1/03715 Log off List header Local file
2103718541 B1/03/16 CED 2, BEZ. FCME CE4E RUT

2103748109 B1/03¢27 CAD 44, ADMIN O (2503 339-821%
B103E010301KO01406] 2103716231 [1403420 CAD 131. WB103-200160340, 250-363-
B103B010301K001457 | 2103716232 B1403¢20 CAD 953, WB103-200160350 , 250-363-
B103BA10301KO01458] 2103716233 B1/03/20 CAD 19. WA103-200160355, 250-363 -
B103BA10301KEA1521 | 2103733960 B1/03422 CAD 153, WAT03-200160348,
B103BA10301KO01590] 2103741735 01/03/26 CAD 3B, WE103-2001BAODEE, (250)

Cleared items

BEOOO11372 | KZ] 98/ 05/ 11
2100019241 |KR|98/04/186 .
2O0028926 | KR1O8/ 04714 . LPO 8TE12

Lol

I wehich format should the list

he saved ?

Transfer Listto a Local File
6 ‘uncomverted File name C:\TEMPYacme txt]

-"-Spreadaheet
'Rich text format

Continue | Cancel




Using ERP Data to Support Audits

Document Edit Goto  Exras  Setlings

OneTime Reports —

Posted for General Access
Eolders  Swstern  Halp ’

Z | CH @Ee 2HE DDhO0 EE &M

CFMR 018 Trial/Vérif CFQ18200404

FROGRAM/PROGRAMME : ZUCFMROM
SYSTEMISYSTEME: EEE:
CLIENT: 942
DEP'T./MINISTERE: 018

WATIONAL DEFENCE
RGI ¢ FIS
CFMRS Reporting f Rapport du SCGERF
CFMRS Trial Balances ¢ Balances de verification du SCGRF

Table!Table

Department /Ministére
Ledger/Grand Tivre

Fizcal Period/Periode financiére

ZCFHOT Summary tahle

[1a National Defence

£2 roll-up Tedger for ZCFMET
2004704

Group Account Yote
Acocount Auth.

Activity Object Opening
Code Code Description E Balance

Compte de groupe Bt .
Compte crédit

Code Code Solde
d'act. d'article Description E d'ouverture

Current Assets(1100E-15999)
11123 Deposits in transit (E[ENE]e]
R3oE
Total: 11123

11132 Imprest accounts ch e[ ayEe]
Total: 11132

L]

BRAAG poaeE - 390,172 .30
AOAEA F299 Net increase or decr [IRNE]]
390,172 .30

oEORE  BOE0 - 7,702 46
7,702 46

4

Mstart| | @ &1 & B W B X 2]

= “ﬁlﬁil AL B R S Tla B Tue, 12 Aug 2003 17:56:43




Supporting Review Projects

Data Analysis — Aimed at ...

Risk Detection Methods — Waste/Misuse/Fraud

Known Symptoms -

Multiples (duplicates)
Incompatible data
Incomplete or missing data
Never used

Excessive fluctuations
Extremes & Unlikelies

Unknown Symptoms -
Patterns 1n the data:
Data Profiling
Ratio Analysis
Benford’s Law
Modeling

22



4 Data Analysis — Illustrations

Data Analysis — Illustrations

23



4 Data Analysis — Illustrations

Data Analysis — Aimed at ...

Risk Detection Methods — Waste/Misuse/Fraud

Known Symptoms -

Multiples (duplicates)
Incompatible data
Incomplete or missing data
Never used

Excessive fluctuations
Extremes & Unlikelies

Unknown Symptoms -
Patterns 1n the data:
Data Profiling
Ratio Analysis
Benford’s Law
Modeling

24



Data Analysis — Illustrations

L ACL for Windows 6.5

PROFILING with
Information System Downloads

d EACL for Windows b. 2 5




PROFILING with
IACL/FMAS Hierarchy Tool

& ACL for Windows =
File Edit Data Apalize Sampling KA Window  Help

— ndard Applications... stdapp # AT - !

LComment...

| Document: AcctbCtrHierZum,  Dump.. Exit to Eummgnd tode | Mo Tnput Fie
R andom Cloze [npuk File

it ACL
K Overv... I [=] File Histany -

B Batches
#-[ Input File | User Dialog
#-B Views
ﬁ) Workspac
- Indexes FMAS Financial Centres Hierarchy Information - Main Menu

Data Analysis — Illustrations

Select one of the following choices:

" Search on a Code Number [FCirfCCGpfCCtrf{10])

= Search for a Name:

" Show Hierarchy
" Summarize Amounts
" Exit

ILugFiIt: S = » v

25 fields actiwvated

define report default wiew
set filter

delete all ok

cloze




Data Pattern Analysis with

Data Analysis — Illustrations CRS DataBase Analysis Tool

"5 ACL for Windows Verzion 7
File Edt Data Apslze Sampling EEEE Server Window Help

: e ﬁ H % E " Standard Applications CRS Fraud Dectection  » CRS Dat

E it to Command Mode
. . Comment... Close Inout Fil
Project: CRS Fraud Detection A pump.. pEe NPt Fie

e Gk ACL
_ Bandam...
[E Overview =] I File History

B EBatches
R Inout File Definitionz [Ereate Bt o Eile Histan.. - Etisz

", CRS-Data Analysis - Main Menu 0K I

CRS5 - Data Monitoring Main Menu

L AL

Select Area . .
CRS - Data Analysis - Main Menu

" Accounts payable 4|

Select a Test Completeness and Integrity

" Personnel do e

Cross Tahs

" Payroll

Duplicates

Profile Numeric Field S 15— VRIS M FFa Fr o)

w
-
»
=
=
ta

Variance Analysis < A — Variance / Max/Max2

-
-~
~

" Credit Card " Gaps or Missing ltems
(o
[
¢~ Benford Analysis
&

Exit

Specify LOG File [Optional): |




Data Pattern Analysis with
CRS DataBase Analysis Tool

RATIO ANALYSIS

Data Analysis — Illustrations

Variance in Payments - by Vendor

—

\endor Tot al Mx Mx2 Mx max2| Min GQr

A&AAAS LID 56, 329. 18 50, 770. 59 12,00.00 | 42.31| 20.25 20
NEWA NI AND KLBJA L1ID 15, 832. 09 14, 200. 00 379.33 37.43 1.55 18
Faxon (anada 43, 678. 04 39, 085. 18 1, 519. 8 25.72 1.50 21
RPN HECTRON CS 1,541,778.46 1,250,000.00 52,724.33 23.71| 72.97 61
DWIAR INASIRES INC 216, 499. 15 198, 696. 99 3,425.00 58.01| 25.00 39
TARNIO M RO 29, 143. 53 17,774. 24 229. 44 77. 47 0.53 327
ATITHED MIICA . I NSTRIMINIS 146, 283. 11 114, 487. 50 5,554.75 20.61 6.31 28
MORIES HEAI NG SHRM (S 75, 693. 81 31,512. 00 987. 55 31.91 3.68 500
S NRMN SANCION & SON 10, 257. 49 9,282. 69 238. 56 38.91 | 14.08 12
HHEHD AMAIION (OINC 160, 713. 70 137,600.00  4,250.00 32.38| 74.00 30
FESTT VAL PROMDIT ONS 2,341,965.71 2,247,685.59 21,020.16 | 106.93 | 17.50 27




‘ . . Data Pattern Analysis with
Data Analysis — Illustrations CRS DataBase Analysis Tool
BENFORD’S LAW ANALYSIS

Benford’s Law Concept

Analysis of First Digits

First Digit

29



‘ , ) Data Pattern Analysis with
Data Analysis — Illustrations CRS DataBase Analysis Tool

BENFOD’S LAW ANALYSIS
< Benford’s Law — Illustration (Leading 2 Digits)

Leading 2 Digits

ijjjjjjjjm R 00000000 000D
ANE= ol o N E= A g NN iR g AR A G A= T A g = ol e g Y

Leading Digits

30



Supporting Review Projects

Data Analysis — Aimed at ...
Risk Detection Methods — Waste/Misuse/Fraud

Known Symptoms -

Multiples (duplicates)
Incompatible data
Incomplete or missing data
Never used

Excessive fluctuations
Extremes & Unlikelies

Unknown Symptoms -
Patterns 1n the data:
Data Profiling
Ratio Analysis
Benford’s Law
Modeling

31



‘ Data Analysis — Illustrations Multip]es

Tests to Identify KNOWN Fraud Indicators

Duplicate Payments
Same / Same / Different

1e. matching Invoice # & Amount —

but not Vendor Number
< Higher Risk of being a Duplicate
< Not Identified by the Financial System

<FY 00/01
<48 transactions $ 821,091.75 - all duplicates
<2 Unknown $ 17,849.95

<3 Recovery Pending $ 56,225.67
32



Data Analysis — Illustrations

L ACL For Windows Yersion 7

File Edit Data Analvze Sampling Tools Server  Window  Help

W wWHAES R EBHE 8%  &Za
| Project: ADAACL | 73554 Recards
=101 x|

l

Credit Card Menu Cancel |

----- Y _Ccardz

----- ¥4 _ Fraud_menu

----- %:}, __Skart_menu

----- T _AB_FMAS_Extract
_AA_FMAS_Extractz

----- ¥1 _AP_AS [ Hotel expenses [ Duplicate purchases

----- %:}, _AP_Benford

----- % _AP_CC_Qtr_xTab

[” Top 10 charges [ Multiple of 51,000

[” Cash advances [” Split purchases

[ Weekend purchases [ Charge > Limit

a® o
v € L

CCard_amk_1E
CCard_Cash_adwy
CCard_Dups
Card_GT_Limit
CCard_Hotel

CCard_Split_Sum
]{:} CCard_Top_10
+- ] CCard_Weekend

CIR i e

W% o 5 &




‘ Data Analysis — Illustrations Multip]es

Tests to Identify KNOWN Fraud Indicators

Purchasing - Examples

~ Computerized search of the vendor list and look for:

- Same address or phone#, but different Vendor Name & #

- Different spellings of same Vendor Name

- No Phone #

34



4 Data Analysis — Illustrations Fluctuations &

Unlikelies
Tests to Identify KNOWN Fraud Indicators

Purchasing:

- Fluctuations -
<Rapidly increasing, or inconsistent Unit Prices

< Unit Prices for same items inconsistent among
different vendors

< Inventory level fluctuations inconsistent with
production or sales

_ Unlikely -

<Matches of item numbers/description being
purchased and sold for scrap

35



Continuous Monitoring

W Continuous Monitoring

36



Continuous Monitoring

Compliance Accuracy &
Efficiency Completeness

Management

37



Continuous Monitoring

Financial Management

List of

Audlt Administration menu

Entities
Administration jobs '
Cancel |

Select jobs to be run [typically, all are selected)

v Create LAN directories for each audit entity
¥ Copy ACL document to each directory
¥ populate audit entiry dat files

¥ Execute ALL financial performance ACL batches

ACL
Batches

Analysis
Results
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Continuous Monitoring
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Conclusion
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$
Benefits

. . . Of Electronic Data Analysis :

Time savings

Monitoring - based on your Assessment of the Risks
Review 100% of transactions

Pro-active review of transactions

Reduce Overall Risk
Contribute to Assurance / Letter of Attestation

C € € € € <«

.. . Automated Tools :

v Require little user knowledge of analysis techniques
v Find both known & unknown symptoms
v Focus attention on just questionable items
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Thank you for your interest.

Any Questions

?
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Supplemental Shides —

Covering additional methods for
detecting known problems.
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4 Data Analysis — Illustrations

Tests to Identify KNOWN Fraud Indicators

Purchasing:

“Perform a computerized match of the vendor list
with a list of employees and look for matches of

addresses or phone numbers”

< Combining information from SAP
(Finance) and PeopleSoft (HR)
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4 Data Analysis — Illustrations

Tests to Identify KNOWN Fraud Indicators

Purchasing:

< Rapidly increasing, or inconsistent Unit Prices

< Unit Prices for same items inconsistent among
different vendors

<Matches of item numbers/description being
purchased and sold for scrap

< Inventory level fluctuations inconsistent with
production or sales
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4 Data Analysis — Illustrations

Tests to Identify KNOWN Fraud Indicators

Payroll:

<Received a Check, but ...
<no valid SIN or Direct Deposit
<no time, attendance or leave
<not in employee directory
<-no, or scarce, personnel data
<on list of terminated employee

<no pension or other deductions
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4 Data Analysis — Illustrations

Tests to Identify KNOWN Fraud Indicators

Questionable Invoices:

<Invoices without a valid Purchase Order Number

<Invoices from Vendors not in Vendor File

<Invoices for more than Purchase Order Amount
<Multiple Invoices for Same Item Description
< Vendors with Different Invoice Sequences

< Invoice for Quantity greater than Quantity Received
< Duplicate Invoice Numbers / Date and Amount
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